MNMAMATKA
«KaK He cTaTb )KePTBOW NP OCYLLLECTBEHNN (BMHAHCOBbIX
onepauunii B ceTn MIHTepHeT»

UTo cerofHs MOXXeT ObITb MPOLLE, YeM KYMUTb B MHTEPHETE NOHPaBUBLLMIACS
ToBap? CoBEpLINTbL TaKyt MOKYMKY MOXET [Jaxe pebeHOK MM Nosb3oBaTesb, He
BMOJIHE YBEPEHHO BNaAetoLLMiA HaBbIKamMu PaboThl C NEPCOHANbHBIM KOMMbIOTEPOM.
9TOT npouecc 06ycnoBneH TeM, UYTO GONbLUMHCTBO /OAEA CErofHs Bce uallle
NCMbITbIBAET AeMUUT CBOOGOAHOTO BPEMEHM TpaTWTb €ro Ha Mnoxodbl Mo
MarasmHam, OCOOEHHO B MNOMCKax O6bIYHbIX TOBAapPOB, CTano /AN MHOIMX
HelOCTYMNHOM pPOCKOLbiO. KpoMme 3TOro, KynuTb WM NpoAaTh TOBap B CETU
NHTepHEeT cTano o4eHb NPOCTO 61arofapst OrpOMHOMY YMCY TOPrOBbIX N/IOLLAA0K,
KOTOpble AeNnatoT 3TOT NPOLIECC MaKCUMaIbHO BbICTPbIM U YA06HbIM, MPeA0CTaBNAS
BO3MOXXHOCTb OMaTbl C WCMNONb30BaHWEM GaHKOBCKMX MNaTeXHbIX KapT WU
[0CTaBKW TOBapa B /1060W Yronok mMupa.

Haunbonee pacnpocTpaHeHbl CNocobbl COBEPLLUEHNSA NPECTYNNEHNIA

1. «[Mpeponnata» (06MaH NpoaaBLia)

CyTb [aHHOro cnocoba 3akiyaeTcs B TOM, UTO 3/10YMbILLIEHHUK
BbICTYynaeT B ponivM nokynatens. Ha OAHOM W3  WHTEpPHET-M/IoWafoK C
00BbABNEHUSAMM OH HAXOAUT NPOAABLA M KOMMPYET ero KOHTaKTHbIE faHHble. [locrne
Yero MWWEeT ero B MecceHmkepax (couuasibHbIX CeTAX), NpPeacTaBNsAsCh
nokynatesem. B xoge nepenucku, 3/10yMbILNEHHMK COOOLLAET, 4YTO TOBap eMy
MOHPABU/ICA U OH XOYeT ero NpuobpecTy B CBA3M C YeM YXKe AKOObl COBepLUUN
npegonnaty (3a4acTyl0 BbICbIAeTCH CKPUHLLOT 3/IEKTPOHHOIO KapT-Yeka o
nepeyncneHnn cpeacts). 4na Toro, YTobbl NOMYUNTb AaHHble CpeAcTBa NPoaaBLy
BbICbINIAOT CCbIIKY Ha MOAAENbHYH CTpaHuuy (OHa BbIFNAAUT Kak OAUH U3
pasfenos  opuuManbHOro  caimTa  WMHTEPHeT-NAOWaAKM — WAM  6aHKOBCKOIo
yupexaeHus), rae NnpogasLy HYXXHO BBECTW HOMEP CBOEW KapTbl, UMS epyKaTens,
cpok peictBusi, CVV-Ko[ YKasaHHbI1 Ha 0O0POTHOW CTOPOHE KapTbl
(MHopMmaLmio, codepxkallyrocs B CMC-coobLeHnn, nocTynmeLLeM 13 6aHKa, A4
MOATBEPXAEHMS NONyYeHWs Npeaonnathbl). FMocne nonyyveHns KOHGOMAeHLMaNbHbIX
CBefleHWNIA, 3/10YMbILLI/IEHHUK COBEpLUaeT XULLeHNe CpefCTB.

2. «[locTaBKa» (0bmMaH nokynartens)

3N0yMbILWNIEHHVK pa3mellaeT 00bsBMEeHWEe Ha WHTEpHET-MIoWagke o
npojaxe ToBapa NO KpailHe BbIrOAHON LeHe. IMocne TOro, Kak noTeHuuanbHbIn
MoKynarteslb HauyMHaeT BECTM MNEepPernucky BO BHYTPEHHEM u4aTe MJOLWagKu,
3N0YMbILWIEHHMK NOA PasMYHbIMU Mpeanoramn yoexzaaet ero npofo/KUTb
06LLEHME B MeCCEHKEPe U cOoUManbHOW ceTu. Bo Bpems 06LEHNS MOLUEHHUK
yroBsapviBaeT NnokynaTensi BHECTW NpegonnaTy uav ohopMnUTb LOCTaBKY, U YTOObI
pa3BesiTb COMHEHUSA MOKynaTens, CO0oOWaeT 0 SKO6bl HOBOWN yCnyre yaepXaHus
(xonaupoBaHus) CpefcTB, KOTOpas NosiBMIack Ha TOProBoW Mowazke, T.e., eciu



[A0CTaBKa He NPOM30iMAeT, TO TOProsas nsoLlajKa aBToMaTUYeCKN BEpPHET CpefCcTBa
Ha KapTy. [py 3TOM MOKynaTesto BbICbIIAETCS CCbINIKa Ha MOAAENbHYIO CTPaHULY,
KoTopas UMUTUPYET OPULMaNbHYO CTPaHMLY TOProBOW MIOLWaAKM UK UHTEPHET-
GaHKMHIa, re HY>XHO BBECTM [JaHHble KapTbl (faee OCYLLEeCTBNAKTCA LENCTBUA MO
cxeme obmaHa rnpogasua).

3. /icnonb3oBaHMe coumrasibHbIX CeTei

OcylLLecTB/B HeCaHKLMOHMPOBaHHbIN LOCTYN K NepcoHabHbIM aKKayHTaMm
nonb3oBatenst cetm VIHTEpPHeT, 3M10yMbILLNEHHNK paccblfiaeT BCEM BUPTYasbHbIM
«[py3bsM» NOTEpreBwWwero npocbOby nog pasIMYyHbIMK Npegsoramm CcoobLmThb
PEKBU3NTbI 6AHKOBCKOI MIATEXHOW KapTbl. ITO MOXET ObITb ee (hoTO UAN NPOCTO
HOMep, CPOK AeNCTBUA N NHble PEKBU3UTbI, NMPU 3TOM, XOTb B 60/IbLLUMHCTBE CBOEM
LLIKO/IbHUKM 6aHKOBCKMX KapT He MMEKT, HO XKefas NoMoYb «Apyry» O4YeHb 4acTo
MCMOMNb3YHT KapTbl CBOMX POACTBEHHUKOB U ApYy3eid. Mopoil NpecTynHUKN NPoCsT
MPOCTO HOMepP MO6UMBbHOrO TeneoHa M NM60 NbITATCA MOXUTUTL CO CYeTa
TenepoHa AeHbrM WUAM HaobopPOT MCMOMb3YIOT €ro Kak NnpoMeXyTO4YHOe 3BEHO,
Hanpas/fAsa Ha 3TOT CYeT Yy)XXue [eHbru, MNepeBofs WX 3aTeM Aasiblie, 4ToObl
3anyTartb CBOU cfiefbl (NPaKTUYECKM BO BCEX CyYasaX XULLEHUS AEHEXHbIX CPeACTB
CO CYETOB MOOGWU/IbHBLIX TeneOHOB MOTepreBLUME elle COoOLann MNPecTynHUKY
NepcoHasibHble KOAbl, NPUXOAALLME B BUAE CMC-COOOLLEHNIA HA TenedoH).

4. 3BOHOK OT «NpeAcTaBuUTeNS» 6aHKa C NPOCbO0M CPOYHO
NnpefoCcTaBUTb HEOOXOAMMYO MH(OoPMaL MO

[MpecTYNHUKN'OT NUMEHN COTPYAHUKOB 6aHKa COO6LLatoT,* YTOMeob6xo4nmMo
OCYLLECTBUTb Kakue-nnbo AecTBMA C GaHKOBCKOW MNMAaTEXHOW KapTOW, Tak Kak
KTO-TO /IM60 NbITAETCA MOXUTUTL C Hee [eHeXHble CpeacTsa, Mbo ogopmseT
KpeauT Uin NPOv3BOAUT MOAO3PUTENBHYIO onnaTy. [ns MaCKMPOBKM NPECTYMHUKN
NCNOMb3YIOT (DYHKUMIO «MOAMEHbI HOMepa», KaK CNeAcTBue y NOTeprneBLlero Ha
3KpaHe MOOMNBLHOrO TenePoHa MOXET O0TobpaXkaTbCsd COBEPLUEHHO /1060
abOHEHTCKNIA HOMep TenedioHa, 3aflaHHbI 310YMbILLIEHHUKOM. 3TO MOrYyT ObITb
HOMepa 6aHKOBCKUX YUPEXXAEHUI NN UHbIX aBOHEHTOB, KOTOPbIE HA CAMOM fefie
HUKOMY 3BOHKW He OCYLLECTB/IAOT, & CaM 3BOHOK M0 CBOMM BHELLHMM MpU3HaKaMm
HU4YeM He OyaeT MOAO03pPUTENbHbIM. [1onMyymMB HeoOX0AMMY0 WH(OpMaLUio O
PEKBM3NTAX KapTbl, MPECTYMHUKN OCYLLECTBAAIOT XULLEHNE.

Onst Toro, 4tobbl He CTaTb XXePTBOM KMOEPMPeCcTYNHMKOB, CoBepLUad
CheNKn B ceTu VIHTepHET cnepyer:

BECTW 00LleHMe C NoKynaTenamu (npofasuammn) ToNbKO BO BHYTPEHHEM YaTe
TOProBov nnowaaku (3a4acTyto TOProsble MoWaakM 6/10KMPYOT BO3MOXHOCTb
nepexofa Ha NoAfeNbHble Pecypcbl);

Befld 06LLEeHME C Nob30BaTeNIEM CTOUT NEPENTU K €ro nNpoduo 1 obpatnTtb
BHMMaHWe Ha [aTty co3fgaHua (ecnv OH CO3faH HECKO/bKO [AHel Hasaf, TO 3TO
[0/MKHO BbI3BaTb AOMNOHUTE/IbHYHO HACTOPOXKEHHOCTD);

OYeHb BHUMATE/IbHO OTHOCMTCSH K t060OMY Cnyvato, Korfga Heobxoaumo
BBECTW [aHHble KapTbl WAN WH(OpMaLMIO, NpefoCcTaB/eHHYD 6aHKOM (CMC-Kof,



NOTVH WX Napofb OT UHTEPHET-6aHKMHra). Cambli HafeXHblin crnocob ybepeyb
CBOM CPeACTBa - 3T0 HUKOMY He CO06LLaTb PEeKBU3NTLI CBOEW KapTbl;

YTOYHUTb Yy cobeceiHMKA HOMep TeflepOHa ec/iv OH He yKa3aH B 00bsB/IEHUN,
a MOTOM MO3BOHWUTE Ha 3TOT HOMep, 4TOObl y6eAuTbCH, UYTO OH peasieH U
MPUHAAIEXNT UMEHHO MOMb30BaTe/0, C KOTOPLIM Bbl COBEpLUAeTe CAenKy (OYeHb
4acTO 3/10YMbILLU/IEHHUKN UCNOMb3YOT HOMepa Tened)oHOB, B3siTble B apeHAy Ha
HENPOAO/MKNUTENIbHOE BPeMs 1 (PU3NYECKOr0 AOCTYNa K HEMY, He UMELOT);

MCMonb30BaTh OTAE/NbHYH 6aHKOBCKYIO KapTy A/ OCYLLECTBIEHUS MOKYNOK
B CeTV VIHTepHET, Ha KOTOPOI He XPaHATCA [eHeXHble CPeAcTBa U Ha KOTOPYHO He
MOCTynaeT perynspHblil 4OX0[ B BUAE 3apab0THOW Nnnatbl, CTUNEHAUN U NEHCUMN,

n3beratb Mepexoga MO HEW3BECTHbIM MHTEPHET-CCbIIKAM, KOTOpble
NPeaocTaBnATCA B XOfe MePernnckn AKoObl AN NOAYYeHUs NpeaonsaTel Uau
ohopmeHNsA 4OCTaBKMN.

ecn Bbl Bce e nepewunv nNo nofo6HOM CCblIKe M BUAUTE YBEAOM/IEHME O
TOM, 4YTO B CUCTeMe WMEeTCA [EeHEeXHbI MepeBos W A8 ero noslyvyeHus
Heob6X0ANMMO BBECTW [aHHble 6AHKOBCKOW MNATEXHOW KapTbl, HU MPU Kakux
06CTOATENbCTBAX HE BBOAUTE 3anpallinmBaeMble CBeeHUs, TaK KakK 3T0 NpuBeaeT K
yTparte COOCTBEHHbIX AEHEXHbIX CPeACTB.

ecnn Bbl BCe )Ke BBeNM [aHHble CBOeil 6GaHKOBCKOM KapTbl HA NOAAeNbHOM
pecypce UM COOBLLMAN X NOCTOPOHHEMY /LY, HEOBX0AMMO B CPOYHOM MOpPALKe
Npoun3BecTM OGNOKMPOBKY KapTbl, MO3BOHMB B 6aHK MO0 CaMOCTOATENbHO B
NHTepHeT-6aHKNHTe.

- ecnv Bam nocTynun 3BOHOK M3 «B6aHKa» HU MPY KaKnx 06CTOSTeNbCTBAX,
HUKOMY M HUKOrda He coobuiaiTe MHGopMaLmo 0 cebe MM CBoei 6aHKOBCKOM
nnateXxHon Kapte. Ecnu Bam 6yfeT 3BOHUTb HACTOALMIA COTPYAHUK GaHKa, TO OH
TOYHO OyAeT 3HaTb, KAK MUHUMYM HOMep Balleil 6aHKOBCKOWM NIaTeXHON KapTbl U
HWKOra He CNPOCUT KOHPUAEHUNANbHYIO MHOPMaLUIO B TeflePOHHOM pexumme.

- YTOYHMUTE C KEM UMEHHO Bbl 06LLaeTech, MOc/e Yero nonoXuTe TPyOKy U
epe3BOHMTE Ha HOMepP TeneoHa, KOTopblin 0Tobpaxasca y Bac Ha akpaHe (B 3TOM
cnyyae Bbl CBSXUTECb MMEHHO C TeM abOHEHTOM, KOTOPOMY MNpPUHAaLNEeXUT
yKa3aHHbliA HOMEpP, & He CO 3/10yMbIL/IEHHUKaMW, KOTOpble ero UCrnonb30Bain ¢
LIe/IblO0 CKPbITb CBOI HACTOALLMIA HOMEP) M YTOUHUTE CYTb BO3HUKLLEW MPOBIEMBI.

- ecnu xe Ha Bac oka3bIBaeTcs NCMXO0OrMYECKOe aB/ieHne yrpo3amu, Yto
yepe3 HECKOJ/IbKO CeKYH[ Bbl noHeceTe (hHAHCOBbLIE MOTEPU, KTO-TO OPOPMUT Ha
Bac KpeguT unm 4To ecnm Bbl He coobumnTe TpebyeMyto MHpopMaUnto, TO KapTy
BOOOLLE 3ab/MIOKUPYIOT, He BOJIHYNTECb, 3TO 0O6blYHAsA Y/I0BKAa MPecTynHUKOB,
rnaBHas LieNlb KOTOPbIX BBECTU Bac B COCTOSAHNE HeYBEPEHHOCTU U CTpaxa noTepsThb
coepexeHuns.

C yBaXKeHueMm,

PyKOBO/CTBO BpecTcKOro MexpamoHHOro otaena
CnepfctseHHOro komuteta Pecny6nunkn benapyco



